Ycnyru obnayHoro cepsuca no 3awmre seb caiira or DDOS u apyrux web aTak.

Tun peweHnuna: obnadnbiil cepBuc
Onnarta: nomecayHo

PeweHue no 3awunte Beb-pecypcos A0/KHO 0becneynBaTthb BbINOAHEHUE CAeAYIOWMX TPeBOoBaHWIA:

3awumTa Beb-pecypcos oT DD0S-atak Ha CETEBOM M TPaAHCNOPTHOM ypoBHe 6e3 orpaHuyeHma
MOLLHOCTH GUNBLTPYEMOWN aTaku.
3awmTa Beb-pecypcos ot DD0S-atak Ha NPUKIAAHOM YPOBHE MOLLHOCTBIO KaK MUHUMYM 10
réur/cek.
Bo3moxHOCTb 06paboTkM M Hanuume BKAIOUEHHBIX B Tapud 06paboTKiM NerMTUMHOrO TpaduKa
(Bxogawero u ucxoaauero) He meree 20 M6/cex.
Hanuune coberBenHoro Web Application Firewall, o6ecneunsatowero 3awmry kak MWUHUMYM OT
ya3BMmocTei u3 cnucka OWASP Top 10.
Bo3moHOCTb co3AaHMA coBeTBeHHbIX NpaBuUn GpunbTpaumum Tpaduka u npasun Web Application
Firewall nog KoHKpeTHble 3afauu 3aLWKThI BEB-NPUNOKEHMIA.
MeHee 1% noxHbix cpabaTeiBaHWIA npu 3awmTe oT DDOS aTtak
Hanuuune GyHKLMM pacno3HaBaHUa U KnaccudpuKaumm 60TOB, BO3MOMKHOCTU UX 610KMpoBaHMA.
Bo3amoxxHoCTb npoBepku Hanuuua cookie u JavaScript ans 60T0B.
Bo3amoxHOCTb 6anaHcMpoBKK Harpy3ku mexay Beb-cepsepamu.
O6paboTka HTTPS TpadmKka B peansHOM BpeMeHH.
ObecneyeHune 3aLMUTbl HE3ABUCMMO OT UCMO/NL3YEMOrO XOCTUHTa
BO3MOXHOCTL CO3AaHNA HAaCTpauBaeMbIx NPaBu A1 NPOBEAEHUA TeCTa Ha NOAAEPHKKY cookie
BO3MOXHOCTb CO3/jaHNsA HAacTpauBaembIX NPaBUA AR NPOBEAEHUA TeCTa Ha NOAAEPHKKY
JavaScript
BO3MOXHOCTb CO3AaHWA HACTPaWBaeMbIX NPaBUA /19 NPOBEAEHNA TECTa Ha NPOXOKAEHUE
CAPTCHA
Bo3moxkHOCTb f06aBAEHUA TPUITEPOB ANA NPABWA MO CAEAYIOWMM KPUTEPUAM:

o CrpaHa 3anpoca
3anpoc v3 bpaysepa nnum HeT
Ha ocHoBaHuM Kakoro-nnbo 3HaueHWs B 3aroNoBKe 3anpoca
Ha ocHoBe Ko/n4ecTBa ceccuin B cekyHzy ¢ onpegeneHHoro IP agpeca
Ha ocHoBaHuu onpegenerHoro URL
KombuHauma 2 nnm bonee KpUTEPUEB M3 NEPEUNCNEHHbIX
He meHee 30 ToueKk NpUCyTCTBUA MO BCEMY MUPY C KaK MUHUMYM O/1HOI TOUYKOW B CHI

Bo3moxkHoCTb oTpakaTh DDOS aTaku 7 yposHa 6e3 npoxoxaeHus CAPTCHA

O O 0O 0O

MOHMTODHHT B peanbHOM BpemMeHW BCex TUNoB cobbiTui ﬂOKa3bIBaI'OUJ|MI7I KaK MUHUMYM: areHT

A0CTyna, cTpaHy, 3anpoweHxbin URL, noaaepxky cookie, npumexsemoe aeiicreue.

TpeboBaHMA K NOCTABLUMKY YCAYT:

MOLLHOCTb CeT GuabTpauumn He meHee 3.5 Tut/cek;

SLA He Huxe 99,999%;

TeXHUYECKaa noaaep*ka 24x7;

Hannyue cobcTBeHHON reorpaduyueckn pacnpegenerHoi CON;

MocTaBuimk A0/MKEH NPeAOCTaBUTL NO/IHOE Ha3BaHME NPOAYKTA, NPE3eHTaLMI0 C ONUCaHNeM

$GYHKUMOHANbHBIX BO3MOXHOCTEN MNPOAYKTA, NONHYI0 TEXHUYECKYIO crieuudUKaLmio
npoaykKra.
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